
Personal Digital Assistant 



Prior Art 

Figure 1A 



2/7 

AUS920010088US1 







> 


Disk 









,036 
1 ► 



Communication 



Adapter ^ 134 



/V146 



Display 




^V148 



Keyboard Mouse 



\ 



120 



Prior Art 

Figure 1B 



3/7 

AUS920010088US1 



Client 
202 



CPU 
212 



Cryptographic Unit 
214 



Client Serial Number 
216 



Client Private Key 
218 



Server Public Key 
220 



Client 
Communication 
Unit 
204 



210 



200 



Secure Datastore 
226 




Encrypted 
Application 

Code 

228 



Encrypted 
Content 
Data 
230 



Client Public Key Datastore 
222 



Serial Number 


Public Key 


nnnnnn 


xxxxxx 



Figure 2 



4/7 

AUS920010088US1 



BEGIN 





r 


GENERATE A CLIENT REQUEST MESSAGE 
302 




r 


STORE EMBEDDED CLIENT SERIAL NUMBER IN CLIENT REQUEST MESSAGE 

304 




r 


STORE REQUEST PARAMETERS IN CLIENT REQUEST MESSAGE 

306 




r 


RETRIEVE CLIENT AUTHENTICATION DATA 
308 




r 


M ENCRYPT CLIENT AUTHENTICATION DATA WITH EMBEDDED CLIENT PRIVATE KEY 

W 310 




r 


f|j STORE ENCRYPTED CLIENT AUTHENTICATION DATA INTO CLIENT REQUEST MESSAGE 

312 


4= ^ 




hi ENCRYPT ENTIRE CLIENT REQUEST MESSAGE WITH EMBEDDED SERVER PUBLIC KEY 

O 314 




f 


STORE ENCRYPTED CLIENT REQUEST MESSAGE AS PAYLOAD DATA IN NETWORK PACKET 

316 




r 


TRANSMIT NETWORK PACKET TO SERVER 
318 




1 



END 



Figure 3 



5/7 

AUS920010088US1 



BEGIN 





\r 


RECEIVE ENCRYPTED CLIENT REQUEST MESSAGE FROM CLIENT 

402 




r 


DECRYPT ENCRYPTED CLIENT REQUEST MESSAGE WITH SERVER PRIVATE KEY 

404 




r 


RETRIEVE CLIENT SERIAL NUMBER FROM DECRYPTED CLIENT REQUEST MESSAGE 

406 




r 


SEARCH FOR CLIENT PUBLIC KEY ASSOCIATIVELY STORED WITH CLIENT SERIAL NUMBER 

408 




r 


f y RETRIEVE CLIENT PUBLIC KEY 

iy 410 




r 


f U RETRIEVE ENCRYPTED CLIENT AUTHENTICATION DATA FROM DECRYPTED CLIENT REQUEST MESSAGE 
e 412 


-p ^ 


r 


IlJ DECRYPT ENCRYPTED CLIENT AUTHENTICATION DATA 
O 414 




r 


VERIFY DECRYPTED CLIENT AUTHENTICATION DATA 

416 


> 





END 



Figure 4 



6/7 

AUS920010088US1 



BEGIN 



1 


r 


GENERATE A SERVER RESPONSE MESSAGE 
502 


^ 


r 


RETRIEVE REQUESTED APPLICATION CODE AND/OR CONTENT DATA 

504 


i 


r 


STORE REQUESTED APPLICATION CODE AND/OR CONTENT DATA 

506 




r 


RETRIEVE SERVER AUTHENTICATION DATA 
508 




r 


M ENCRYPT SERVER AUTHENTICATION DATA WITH SERVER PRIVATE KEY 

m 510 




r 


f y STORE ENCRYPTED SERVER AUTHENTICATION DATA INTO SERVER RESPONSE MESSAGE 
. 512 


4* > 


r 


r|j ENCRYPT ENTIRE SERVER RESPONSE MESSAGE WITH CLIENT PUBLIC KEY 






STORE ENCRYPTED SERVER RESPONSE MESSAGE AS PAYLOAD DATA IN NETWORK PACKET 

516 




r 


TRANSMIT NETWORK PACKET TO CLIENT 
518 


> 


r 



END 



Figure 5 



7/7 

AUS920010088US1 



BEGIN 



1 


r 


RECEIVE ENCRYPTED SERVER RESPONSE MESSAGE FROM SERVER 

602 






DECRYPT ENCRYPTED SERVER RESPONSE MESSAGE WITH EMBEDDED CLIENT PRIVATE KEY 

604 




r 



RETRIEVE ENCRYPTED SERVER AUTHENTICATION DATA FROM DECRYPTED SERVER RESPONSE MESSAGE 

606 



DECRYPT ENCRYPTED SERVER AUTHENTICATION DATA WITH EMBEDDED SERVER PUBLIC KEY 

608 



VERIFY DECRYPTED SERVER AUTHENTICATION DATA 

610 



± 

RETRIEVE REQUESTED APPLICATION CODE AND/OR CONTENT DATA FROM 
DECRYPTED SERVER RESPONSE MESSAGE 
612 



EXECUTE APPLICATION CODE OR PLAYBACK CONTENT DATA 

614 




Figure 6 



